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(7) ABSTRACT

A system and methods for proving dates of digital-imaging
files, which are accessed, created, modified, received, saved,
or transmitted by a computer includes a trusted time source
in a tamperproof environment, a first subsystem for saving
the file at a moment in time, a second subsystem for
retrieving from the trusted time source a date and a time
corresponding to the moment in time, a third subsystem for
appending the date and the time retrieved from the trusted
time source to the saved file, a fourth subsystem for signing
the saved file with the date and the time retrieved from the
trusted time source appended thereto, a fifth subsystem for
hashing the signed file to produce a digest, a sixth subsystem
for signing the digest with a key to produce a certificate, a
seventh subsystem for appending the certificate to the saved
file, and an eighth subsystem for saving the file with the
certificate appended thereto. The trusted time source is a real
time clock, which is not resettable, is independent of any
system clock of the computer, and is installed locally relative
to the computer.

16 Claims, 9 Drawing Sheets
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METHOD AND SYSTEM FOR
DETERMINING AND MAINTAINING TRUST
IN DIGITAL IMAGE FILES WITH
CERTIFIABLE TIME

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 60/142,132, filed on Jul. 2, 1999, the
contents of which are incorporated herein by reference. This
application is related to the following co-pending, com-
monly assigned applications, each of which is incorporated
by reference: U.S. patent application Ser. No. 09/421,279,
entitled “SMART CARD SYSTEM AND METHODS FOR
PROVING DATES IN DIGITAL DATA FILES,” filed Oct.
20,1999; U.S. patent application Ser. No. 09/429,360,
entitled “PERSONAL COMPUTER SYSTEM AND
METHODS FOR PROVING DATES IN DIGITAL DATA
FILES,” filed Oct. 28, 1999; and U.S. patent application Ser.
No. 09/609,646, entitled “SYSTEM AND METHODS FOR
PROVING DATES IN DIGITAL DATA FILES,” filed Jul.3,
2000.

COPYRIGHT NOTICE

Portions of the disclosure of this patent document may
contain material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to digital data
files, and more particularly to systems and methods for
proving dates in such digital data files.

2. Statement of the Prior Art
Scope of the Problem

Digital data files come in many formats. None of those
formats currently provide means for proving—with
certainty—dates and times associated with access, creation,
modification, receipt, saving, or transmission of such digital
data files. This is not only due to the variety of application
programs which are available for digital data file access,
creation, modification, receipt, saving, and transmission, but
also due to the much more varied “standards™ and protocols
put forth in the vain attempt to provide uniformity world-
wide.

Ilustrative of the enormity of the problem are the fol-
lowing operating environments, within which the system
and methods according to the present invention can provide
the much-needed but often ignored time certainty.

Digital Document Processing

“Processing” may be viewed as the manipulation of data
within a computer system. Since virtually all computer
systems today process digital data, processing is the vital
step between receiving the data in binary format (i.e.. input),
and producing results (i.c., output)—the task for which
computers are designed.

The Microsoft® Press Computer Dictionary, 3d Edition
(1997) defines the term document as®. . . any self-contained
piece of work created with an application program and, if
saved on disk, given a unique filename by which it can be
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retrieved.” Most people think of documents as material done
by word processors alone. To the typical computer, however,
data is little more than a collection of characters. Therefore,
a database, a graphic, or a spreadsheet can all be considered
as much a document as a letter or a report. In the Macintosh
environment in particular, a document is any user-created
work named and saved as a separate file.

Accordingly, for the purpose of the invention described
herein, digital document processing shall be interpreted to
mean the manipulation of digital (i.e., binary) data within a
computer system to create or modify any self-contained
piece of work with an application program and, if saved on
a disk or any other memory means, given a unique filename
by which it can be retrieved. Examples of such application
programs with which the present invention may be used to
assist in such digital document processing are Microsoft®
Access 97, Microsoft® Excel 97, and Microsoft® Word 97,
each of which is available from Microsoft Corporation,
Redmond, Wash. U.S.A.

Digital Communications

“Communications” may be broadly defined as the vast
discipline encompassing the methods, mechanisms, and
media involved in information transfer. In computer-related
areas, communications usually involve data transfer from
one computer to another through a communications
medium, such as a telephone, microwave relay, satellite link,
or physical cable.

Two primary methods of digital communications among
computers presently exist. One method temporarily connects
two computers through a switched network, such as the
public telephone system. The other method permanently or
semi-permanently links multiple workstations or computers
in a network. In reality, neither method is distinguishable
from the other, because a computer can be equipped with a
modem, which is often used to access both privately owned
and public access network computers.

More particular forms of digital communications (i.e.,
exchange of communications in which all of the information
is transmitted in binary-encoded, digital format) include
electronic mail (or less formally “e-mail”), facsimile,
voicemail, and multimedia communications.

E-mail may be broadly defined as the exchange of text
messages/computer files over a communications network,
such as a local area network (LAN) or the Internet, usually
between computers or terminals. Facsimile (or, again, less
formally “fax”) comprises the transmission and reception of
text or graphics over telephone lines in digitized form.
Conventional fax machines scan an original document,
transmit an image of the document as a bit map, and
reproduce the received image on a printer. Resolution and
encoding of such fax messages are standardized in the
CCITT Groups 1-4 recommendations. Fax images can like-
wise be sent and received by computers equipped with fax
hardware and software.

The CCITT Groups 1-4 recommendations make up a set
of standards recommended by the Comité Consultatif Inter-
national Télégraphique et Téléphonique (now known as the
International Telecommunication Union) for encoding and
transmitting images over fax machines. Groups 1 and 2
relate to analog devices, which are generally out of use.
Groups 3 and 4 deal with digital devices, and are outlined
below.

Group 3 is a widespread standard that supports “standard”
images of 203 horizontal dots per inch (dpi) by 98 vertical
dpi, and “fine” images of 203 horizontal dpi by 198 vertical
dpi. Group 3 devices support two methods of data compres-
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sion. One is based on the Huffman code, and reduces an
image to 10 to 20 percent (10%—20%) of the original. The
other, known as “READ” (for “relative element address
designate™), compresses an image to about six to twelve
percent (~6%—12%) of its original. Additionally, the READ
method provides for password protection as well as polling,
so that a receiving machine can request transmission as
appropriate.

Group 4 is a newer standard, which supports images of up
to 400 dpi. Its method of data compression is based on a
beginning row of white pixels, or “dots”, with each suc-
ceeding line encoded as a series of changes from the line
before. Images are compressed to about three to ten percent
(~3%-10%) of the original. Group 4 devices do not include
error-correction information in their transmission.
Moreover, they require an Integrated Services Digital Net-
work (ISDN) phone line rather than a traditional dial-up line.

Fax modems may also be used to send and receive digital
data encoded in known fax formats (e.g., one of the CCITT
groups noted above). Such data is either sent or received by
a fax machine or another modem, which then decodes the
data and converts it to an image. If the data was initially sent
by fax modem, the image must previously have been
encoded on the computer hosting such fax modem. Text and
graphic documents can be converted into fax format by
special software that is usually provided with the fax
modem. Paper documents must first be scanned in. As is well
known, fax modems may be internal or external and may
combine fax and conventional modem capabilities.

Voicemail generally comprises a system that records and
stores telephone messages in a computer’s memory. Unlike
a simple answering machine, voicemail systems include
separate mailboxes for multiple users, each of whom can
copy, store, or redistribute messages. Another type of digital
communications involving voice is “voice messaging”, a
term which generally refers to a system that sends and
receives messages in the form of sound recordings. Typical
voice messaging systems may employ “voice modems”,
which are modulation/demodulation devices that Support a
switch to facilitate changes between telephony and data
transmission modes. Such a device might contain a built-in
loudspeaker and microphone for voice communication, but
more often it uses the computer’s sound card.

Still another form of digital communications includes
multimedia communications in the style of“video
teleconferencing”, as defined by the International Telecom-
munication Union (formerly CCITT) in “Visual Telephone
Systems and Equipment for Local Area Networks Which
Provide a Non-Guaranteed Quality of Service,”
(Recommendation H.323, Telecommunication Standardiza-
tion Sector of ITU, Geneva, Switzerland, May 1996) and
other similar such standards.

Digital-imaging

“Digital-imaging” encompasses those known processes
involved in the capture, storage, display, and printing of
graphical images. They may involve devices known as a
“digital camera”, which broadly refers to a camera that
stores photographed images electronically instead of on
traditional film. Digital cameras typically use charge-
coupled device (CCD) elements to capture the image
through the lens when the operator releases the shutter in the
camera. Circuits within the camera cause the image captured
by the CCD to be stored in a storage medium, such as
solid-state memory or a hard disk. After the image has been
captured, it is downloaded by cable to the computer using
software supplied with the camera. Once stored in the
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computer, the image can be manipulated and processed
much like the image from a scanner or related input devices.
Digital cameras come in the form of still cameras and
full-motion video recorders.

Other forms of digital-imaging include digitizing systems,
such as the “PhotoCDO®” system from Eastman Kodak
Company, Rochester, N.Y. That system allows 35mm film
pictures, negatives, slides, and scanned images to be stored
on a compact disc. Images are then stored in a file format
known as the Kodak PhotoCD Image Pac File Format, or
PCD. Many photography and film development businesses
offer this service. Any computer with CD-ROM capabilities
can usually view images stored on a PhotoCD and the
software required to read PCD. Additionally, such images
can be viewed by any one of a variety of players that are
specifically designed to display images stored on CDs.
Another photographic form of digital-imaging is defined by
the “Flashpix” specification, the cooperative endeavor of the
Digital-imaging Group, Microsoft, the Hewlett-Packard
Company, and Live Picture, Inc. The Flashpix format builds
on the best features of existing formats (e.g. Kodak Image
Pac, Live Picture IVUE, Hewlett-Packard JPEG, TIFF,
TIFF/EP, etc.), and combines these features with an object
orientated approach.

Still other forms of digital-imaging include digital
radiography, radiotherapy, x-ray, positron emission
tomography, ultrasound, and magnetic resonance imaging
according to the joint work of the American College of
Radiology (ACR) and the National Electrical Manufacturers
Association (NEMA), published in the Digital-imaging and
Communications in Medicine PS 3-1998 (DICOM
Standard).

Digital Commerce

An enormous, amount of commercial activity now takes
place by means of connected computers. Such commercial
activity has been variously coined as digital commerce,
electronic commerce, or just plain E-commerce. Regardless
of its particular moniker, these activities generically involve
a commercial transaction between a user and a vendor
through an online information service, the Internet, or a
BBS, or between vendor and customer computers through a
specialized form of E-commerce known as electronic data
interchange (EDI).

EDI is collectively known for its set of standards to
control the transfer of business documents (e.g., purchase
orders and invoices) between computers. The ultimate goal
of EDI is the elimination of paperwork and increased
response time. For EDI to be most effective, users must
agree on certain standards for formatting and exchanging
information, such as the X.400 protocol and CCITT X
series.

Other known forms of E-commerce include digital
banking, web-front stores, and online trading of bonds,
equities, and other securities. Digital banking can take the
form of access to a user’s account, payment of bills
electronically, or transfer of funds between a user’s
accounts. Web-front stores (e.g., amazon.com) usually com-
prise a collection of web pages in the form of an electronic
catalog, which offers any number of products for sale. More
often than not, transactions at such web-front stores are
consummated when a purchaser enters his credit card
number, and the issuing bank approves the purchase. These
transactions may or may not be over secure lines, such as
those designated “TRUSTe” participant web sites. Further
details regarding known processes for establishing and
maintaining secure E-commerce connections may be found
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